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Belgrade’s new smart
surveillance system:

the good, the bad & the ugly
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"There will be no significant streets, entrances or passages between bu-

* google translate



the good:

1. it‘s not legal

The system of smart video surveillance is illegal because
it restricts [reedom and human rights in a
disproportionate and unseclective way, which is against
domestic and international standards and regulations.



The actual purpose of introducing this system has not been clearly defined. The
Serbian Ministry of Interior claims that the reasons are greater security of citizens
and more effective fight against crime, which are all too general and too low-
commitment terms to justify this invasive processing of personal data.

It has not been confirmed that the use of this system is necessary for the operations
of state bodies, which is the condition that needs to be met for data processing to be

legal (Article 13 of the Law on Personal Data Protection and Article 8 of the European
Convention on Human Rights).



MUP Srbije objavio rekonstrukciju kretanja Mateja Perisa Foto: MUP Srbije f printscreen

Ministarstvo unutarnjih poslova Srbije objavilo je rekonstrukciju
kretanja Mateja Perisa, Splicanina koji je nestao u Beogradu u noci s
30. na 31. prosinca. U priopcenju su potvrdili da su nakon pregleda
stotina sati materijala s nadzornih kamera utvrdili njegovo kretanje od
izlaska iz Beton hale u 1.43 do silaska do rijeke Save u 1.52, kada mu se
gubi svaki trag.



This technology's positive influence on the reduction of criminal offences has been
overrated and 1ts use 1s not proportionate to the risks related to the rights and
freedom of citizens. The condition for data processing to be legal is that it must be

proportionate to the goal (Article 14, Paragraph 3 of the Law on Personal Data
Protection).

The mass usage of the smart surveillance system is illegal due to its problematic

legal basis — there is no law that defines that the police have the right to use smart
survelllance in public places.



MHHACTAPCTEO YHYTPAIILIX MOCHORA PEIVETHKE CPEHIE

HPOLEHA YTHOAJA OBPAJIE HA SANITHTY DOJATAKA O JHYHOCTH
KOPMHITREILEM CHCTEMA BHJIEO HAJIOPA

CENITEMEAF 2019

Penyonmxa Cpouja
MHHHCTAPCTEO YHY TPALIHHX NOCT0BA

NPOUEHA YTHIIAJA OBPAILE HA SALUTHTY NOAATAKA O THYHOCTH YNOTPEEOM
CABPEMENHX TEXHOJIOTHJA BHAEO HAJSOPA ¥ OKBHPY
TIPOJEKTA ,CUIYPHO APYUITRO™ ¥ BEOTPAILY
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Hmajyhy y Buny cBe nanpes usHerto, IloBepenuk je KOHCTATOBAO Jia 32 HamepaBaHy obpaiy
OHOMETPH]CKHX OJAaTaKa y LIMIbY jeMHCTBEHE HenTR(uKan#je mana ymoTpeboM BHACO Kamepa
u ypehaja xoju omoryhasajy ayzno B BHJIEO CHHMaieé Ha jaBHO AOCTYITHAM IOBPIIMHAMA HIj€
o6e3belen oarosapajyhin npasau OCHOB, T€ Y CKialy ca oxpendbama wiana 79. cras 2. Tauka 1)
JaKOHA O 3AMTHTH [ojaraka O JHYHOCTH, yrozopaBa MHUHHCTAPCTRBO Jla Ceé HaMepaBaHWM
pajmama obpajie nojaraka Mory nospeuTy onpexbe wr. 5, 12, 13. u 54. Tor 3axona.
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the good:

1. it‘s not legal
2. we don‘t need it

,,Beograd je jedan od najbezbednijih gradova u Evropi, ali
uspeh svake policijske stanice meri se samo po tome koliko se
obican ¢ovek oseca bezbedno. Beograd nema opasnih delova

grada®, 1zjavio je Vulin.



About 4.710.000 results (0,44 seconds)

http-/fmup.rs » wps » portal » ojdpp - Translate this page
PU Beograd: Beograd je bezbedan grad

Policijska uprava za grad Beograd jos jednom istie | ponavlja da je Beograd bezbedan grad
i da je stanje bezbednosti povoljno o Eemu svedode svi parametri ...

https-//www nedeljnik.rs » ___» Politika - Translate this page
Vulin: “Beograd je bezbedan grad. Nije bilo bombi, sacekusa ...

23 Dec 2021 — (Beta) — Ministar unutradnjin poslova Aleksandar Vulin rekao je danas da je
Beograd "bezbedan i siguran grad” i da je beogradska ..

privacy-days.com
may 2022, postojna



the bad:

1. transparency and communication

The entire process is totally non-transparent:
@ there has neither been a public debate nor a social
consensus for introducing the system.



The purchase of the system has been secretirom the very beginning: citizens have
no information which specific technology will be used for this purpose; the total
value of this public procurement 1s unknown; it has also not been disclosed how
many cameras exactly there would be and where would they be located. The
Ministry of Interior has rejected numerous requests for access to this information.

Introducing such a system involves a great change in the functioning of the society.
[t is therefore necessary to have a public debate on this topic in order to analyse all
positive and negative effects. There has not been such a debate, so both the public

institutions and the general public remained deprived of the opinion of experts and
exchange of argumentation.



Baana Penybanke Cpouje
MuHHCTAPCTBO YHYTPAIIELHX M0C10Ba
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V Be3H ca BAllIMM 3aXTEBOM 3a NPHCTYN HHEGOPMAIHjaMa O] jaBHOT 3HAYA]
04 MHHHCTApCTBA YHYTPANIEHX MOCTOBA 3aTPAXHIH MeMOpaHIyM o pasymes:
/IR MHHHCTApPCTBa O clipoBolerby 3aje IHHUKHX MOTHITHJCKHX MaTpoia, MOKYMEH
Yy BE3H Ca OCHHBaWEM 3ajenHuuke paase rpyne W Ilwemo o namepama o
obaselmTaBaMo Bac Aa Ha ocHoBy wiana 15. ¢t. 2, 3. u 5. 3akoHa 0 clO0OAHO!
undopmaunjama o jaesor snasaja (.CryxGenn rnacunx PC™, 6p. 120/04, 54/0
36/10), uamely octanor, 3aXTeB MOpa CAIPKATH IITO MPEUH3HH]H ONHC HHbOp
ce TpakH.

Kako cre y nomMeHYTOM 3aXTEBY TPOAKHIH JIa BaM CE JIOCTAaBE JOKYMEHTA
HE MOKE 3aK/bYUHTH Ha KOJy ce Ta4HO HHGOPMALH]Y MpeJIMETHH 3aXTEB OJIHOCH,
13 npe/IMETHH 3aXTeR NpelH3Hpate, Tako wro heTe jacHo HABECTH Koja BaM je M
W3 HaBeJieHOr JOKyMeHTa norpe0Ha, W3 pasfiora wiro je wudopmaumja ox jas
uHdopManHja canpkana v oapeheHoM 10KYMEHTY. a He JOKYMEHT, Kako je TO ¢
Baimus 3axresom.

V cknany ca unasom 15. ctas 6. nomeHyTOr 3aKoHA, YKO/IHKO HaBe/leHe
He oTKIOHUTE ¥ poky oA 15 nana, pam 3axtes he Gurn onbayen.
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MHUHHCTAPCTBO YHYTPAIN
Cekperapujar

Oyierberse 3a 00pajly 1oaTaKa, IpUTYKGEe 1
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Ionrrosanu,

Crenen nosepsbusoctn npe/suhen je y Karaiory jokymeHnara, nojaraka m Hipo
Kkojn Tpea Jia OyJLy 03HAUCHH CTENCHOM TajHOCTH JAHTEPHOS w  J1IOBEPJEMBO
uamehy ocrasor, npeseiha caesehe nojarke:

Tauka 36. - M0JALHM CAIPKANK Y 3aXTeBHMa 3a mabaBKy HH(OPMATHIKE OIPEME, COl
VIOROPA 0 OJPKABAIGY ¥ JICITY KOJH CC OJIHOCH HA TEXHHUKC KAPAKTEPHCTHRC:

Tauka 39. - HojaM cajipaand y JOKymentHma, mndopuvarmijava moundopy
cHCTEMY KOjU €¢ OJUOCE HA HEIOKPETHOCTH 32 [0CCOHE HAMCHe M TOKperie ¢
nocelne Hamene koje kopuctu MYIL

Tauka 40, - HOJIANK CAZP/KAHH Y H3BCIITAJAMA. TUIAHOBHMA, JIOKYMCHTHMA A nndop:
y Be3k ca mocTynipMa nadapki y oOnacti oidpane OesbeHoCTH, a Ha Ko
npuMerbyje 3akoH o japuuM HabaBKaMma, Kao M aHalnse, W3BEIITajH, [UIAHOBH H JIP
KON y ceOM canpyke N0IATKE KOJH C¢ 0ji0ce Ha 1abaBKe 13 obnacTu oj0pane u 6230

Jakmyukom Brage PenyGunke CpOuje jara je carmacnoct MHIHCTApPCTBY YHY
10CI0BaA Jia Tpey3Me obasese 10 YTOBOPY KOjH ¢ OJHOCH Ha KalMTA/HE H3J@TKC |
iaharka y BHINE TOMHEA 3a KAl Ty [pojexat . Buico najiop y caobpahajy -

Zasyukom Biage PenyGimke Cpbduje nara je carmacnoct Munmerapery yiy
focioBa ja  HaBABKY CHCTEMA BHJICO HA/30pa 110 OCHOBY KalHTAIIHOr 1POJCKTE
napop y caobpahajy — Maza 11 peamsyje y moCTynKy Henocpe/me noroabe ca Ko
Huawei Technologics Co. Ltd, ca ceammriem y Administration building. Hua

V pesn Bammer 2axtena 3a npueryn undopMariijama o/l jasHor sHauaja Ko
MunnctapeTsa HakoH nijase jwpekropa nausuje Brazumnmpa PeGuha 08.0
¥ BC3IM CA HOCTAR/bAILEM KAMepa 33 BHICO HAI30D Ha repuTopHjn rpajta beol
osipehenie uidlopmarje 0/l jasior 3nauaja obasemiTasam Bac o caeichen:

Y. 2. 3akona o cxroGomom npuctyny idopyanijama ol japnor smavaj
Wojam nEBOpMaIAe 0/ jaBHOr 3iTHaja, [C jo HOPEL OCTAIol HABCICHO 1d
071 JABHOT 3Ha4aja, HIhOPMAIH]a KOJOM Pacrioiaike Opran BIacTH, nacraia y
ca PAJIoM H Ka0 TAKBA j¢ ca/lpaxkana y HeKoM J0KyMeHTY (Hocaqy unopmal
Ha CBE DHO 0 YEMY JABHOCTH HMa OlPaR/IaH HHICPEC Jia 3Ha.

Mmajvhi y iy osako sakouoM jleunncaiy wnopmanujy o JasHo
UHELEHHILY [ HOCTARLAILE  TIPE/IMETITH KaMepa 3a BIICO H/B0p  HHje 3
PAM O POJEKTY Koju Tek Tpeda 1a ce peannsyje y Hapeauux NeKOIHKO 1¢
nnopmaiije koje ¢y npenver Banier saxtesa HHCY CAIPKEHE Y HEKOM JIC
npema 3akony o caoboHOM IpHCTYIY HiopMalujama o1 jasHor EEUETH]
wocaveM uudopManuje, cxoano wi 16.cr.1. meror sakona,  obapeiiTas
MUHHCTAPCTBO He PacHojae TPameHHM HudopMalmjaMa oaHocHo i
ca/ipiH Tpakene Hidopmanuje.

Hakon mrro npojexar dy/ie peannzopa, oso Munmcraperso he o namepu 1
CHUMAILE Ha jABHHM MecTHMA OOABCCTHTH JABHOCT ¥ CKIAY ca ojpeabama
IOIHITH]H.
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longGang, Shenzhen 518129 P, Kuua, OJHOCHO HPHBPE/IHM JIPYHITEOM
Technologies j1.0.0. beorpat.
Cpa foKyMeHTalja y Bem OpEIMeTHe HadaBke HOCH 03MAKy  CTEeneHa
llosepipuBo™.

Ha ocHOBY CBHX YTBPHESHIX 9HILCHHIA OBO MHUHHCTAPCBO HATA3H )1 €Y eIyl
w3 wiana 9. 3aKoia o ¢/1000/1HOM NPHCTYITY nadopmaljama oJ1 jaBHor 3Hakaja (.Cn
PC*, 6p. 120/2004, 54/2007. 104 2009 1 36/2010) ©HOCHO J1a c¢ TPAKHOLY nnd
He Moxke OMOryhHTH HIpHCTYT TPamcHHM undopMaiHjaM T¢ je JI0HETa OMIYK
JIMCIIO3UTHBY OBOI PEILCHHA.

skauiba y poky ot 15 jana, Henocpeino Llo1
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Oh no, someone tripped up...

Perhaps you'd be better off on one of these pages?

— Products and Solutions — Technical Support — Partners — Resource Center
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Human face similarity degree matching method and device
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IPC6625-Z30

Minimum lllumination

Color | 0.002 lux (F1.4 with AGC on)

» W 0.001 lux (F1.4 with AGC on), Zero lux with IR on

J

Video

| Resolution [ 1920 x 1080 pix

Compression | H.265/H 264/ MJPEG

Fps | 60

WDR | 120dB |

Highlight Suppression

Auto-Ins i8S

|
J

MIEILELI IR Night vision (30m)

i

Optical | 30X |

Digital 16 X

rage




v [t
IPC6625-Z30 Fiksne i pokretne video kamere postavljene na stubovima na javnim povréinama IPC6225-VRZ

o 2500

Bodycam eLTE terminali Fiksne video kamere montirane na vozilima policije

1500 3500 600



The architecture of a face recognition system
Gase study: Huwaei Smart CCTV in Belgrade (2020)
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the ugly:

1. abuse

I / There is no analysis of possible abuse of such
a system and no guarantee that cases ol abuse
, will be prevented.
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the ugly:

1. abuse
2. chilling effect
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Panopticon

The idea of total surveillance centralization is older than sophisticated
computer systems and originates from the new prison design proposal
dating back to the end of the 18th century. According to the same design,
the daily life of prisoners is monitored from the central tower, from which
someone can but does not have to be watching them. The very idea that

they can be spotted at any point drastically changes prisoners’ behaviour.



H DrRUSTVO

Demonstranti sumnjaju, u Eko strazi tvrde da su dobili informaciju da se ljudi snimaju

Eko straza: Policija u Novom Sadu koristila
sistem za prepoznavanje lica tokom protesta

A ije Mandic
rsenije Mandic ®Ookomentara f W & & ®
17.12.2021. 09:00




A city that treats its citizens as a prison colony is not secure but
totalitarian. Freedom is restricted owing to potential offences, while the

ones who observe us gain too much uncontrolled power.



#hiljadekamera
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U Beogradu se trenutno postavlja hiljade kamera =za wvideo nadzor sa tehnologijom
prepoznavanja lica. Policija krije sve informacije o projektu. Koje su lokacije, gde
idu podaci, ko sve ima pristup i u koje svrhe?

Ovaj sistem ¢e nas pratiti kada idemo na posao, kod prijatelja, kod lekara, na pice,
na protest, kada =zapalimo cigaretu, izlazimo iz auta, grlimo se, razgovaramo,
kritikujemo.

Masovni nadzor ljude ¢&ini pokornim.
Da 1li ga Zelimo?

Ako hoc¢es3 da bude3d u toku ili nekako pomognes javi se.

Vise o temi: Blic / Pe&canik / Foreign Policy / Telegram
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'bench under cctv' - installation i developed for DEVIT art festival exploring how surveillance
in public spaces affect human behaviour, with QR code linking to an informative survey.







Kamere Monitoring Skladistenje Analiza

dl_)_)

—

11111

Kamere na ulicama snimaju Feed i informacije iz Podaci i rezultati analiza Napredna analiza |
24/7, detektuju lica i objekte kamera se prate u realnom se Cuvaju za dalje pretraga lica i objekata
| poseduju naprednu optiku vremenu od strane MUP potrebe po zadatim parametrima
koja moze da zumira i
snima nocu
Kamera Komandno-operativni centar Server sala Komandno-operativni centar
Modeli pametnih kamera: Sistem za upravljanje: Sistem za skladistenje Sistem za analitiku
IPC6625-230 VCN3020 OceanStor VCM5020

IPC6225-VRZ-ES
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KAKO DA PREPOZNAS KAMERU KOJA PREPOZNAJE TEBE?
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IPCB625-Z30 IPCB225-VRZ-ES IPC6285-VRZ



hiljadekamera

582 Tweets

hiljadekamera
@hiljadekamera

telegram: t. me/hiljadekamera | #hiljadekamera
&’ hiljade.kamera.rs Joined May 2020

0 Following 828 Followers

@ m Followed by Ella Jakubowska, Ksenija Radovanovi¢, and 33 others you follow

Tweets Tweets & replies

Media

Likes

Q Search Twitter

Trends for you

Politics - Trending
Covid
1.57M Tweets
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We will now check the
GPS coordinates of this pole,
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BULLETIN BOARD SYSTEM
"HILJADEKAMERA PT. 1"
24072020
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MI LICE

Peticija Protiv
Biometrijskog
Nadzora
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PREVISE IH | s . S
\JE SANCO!.I!/ - 11. novemnbra 2020. . By: hiljadekamera

- NE SNIMAJ MI LICE

Zahtevamo od Vlade, Skup3tine i drugih nadleznih organa Republike Srbije da bez

STA CEMO
DA RADIMO?

Potpisi peticiju za zabranu biometrijskog
nadzora

odlaganja zabrane upotrebu tehnologije za biometrijski nadzor koji ugrozava nasa
prava i slobode u javnom prostoru.

0d Ministarstva unutrasnjih poslova zahtevamo punu transparentnost o kupovini i
ceni ove tehnologije 1 upotrebi sistema koji se sastoji od hiljada kamera na ulicama
Beograda. A




Podrska u iznosu od 10.000 rsd: [Paket 404]

PAKET

404

101
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Digitalni
Paket
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Acid Form
Duks

Vodié za Vitamin C
pretivljavanje

Uz Paket za preZivljavanje doda¢emo i duks sa dezenom koji zbunjuje sistem za prepoznavanje
lica dizajniranog koprodukciji sa domacim brendom Acid Form.

Doniraj i podrZi borbu protiv biometrijskog nadzora. Prikupljanje sredstava traje do 5.
januara 2021, a isporuka paketa zahvalnosti za podr3ku vrsice se po zavrSetku kampanje,
do 15. februara.






ZAJEDNO PROTIV #HILJADEKAMERA: DONIRA] | PODRZI BORBU
PROTIV BIOMETRIJSKOG NADZORA

__ ZAJEDNO PROTIV #HILJADEKAMERA

MORE VIDEOS
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https://www.sharefoundation.info/

1.157.602 RSD

donirano od 326 donatora za 33 dana

r =

% 4
To je 116% od cilja od 1.000.000 RSD

0 dana ostalo do kraja kampanje

Ciljana suma je premasena za
157.602 RSD
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hiljadekamera.rs/doniraj
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hiljadekamera.rs/doniraj

Na Starom gr‘adu‘ te snima 84 kamera
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A | CAOMNWTEHLA MUHUCTAPCTABA

Hajage u obasewTetba 3aBpllieHa jaBHa pacripaBa 0 HalpTy 3aKoHa 0 YHyTpallllbUM IT0CJIOBUMaA

Caonuitetha Bnape

Beorpapg, 17. centemdap 2021.

CaonuwTerwha MUMHHUCTApPCTaBa

AVIIRO NDec Ie%ﬁ" MHUCTaApCTBO YHYTpawmKx nocnosa Bnage Penybnuke Cpbuje caonwTuio je Aa je AaHac oapaHa
o P A1 VW L 3aBpwHa jaBHa panpaBa o HaupTy 3akoHa O yHyTpawHWM NOCNOBUMA, Y3 yyewhe npeactaBHUKa

Ap>XaBHHWX OpraHa, jaBHMX C.I'Iy>l(5l4, CHMHOKKaTa, CTPY4HE jaBHOCTH, Kao U ULMBHUNHOTI CEKTOpa.

CekpeTtap MuWHKUCTapCTBa yHYTpawbux nocnosa 3opad flasuh oueHuo aa je jaBHa pacnpasa y beorpaany duna
KOHCTPYKTUBHA 1 A00pa, Kao W Aa je 3aA0BO/baH apryMeHTHUMa Koje Cy U3HENW CBU Y4eCHULM pacnpase.

OH je npeHeo Aa cy cKyny NpWUCYCTBOBaaM NMpeacraBHMUM CMHAMKaTa U 3anocneHux y MYTl-y, npeacraBHUUM
He3aBMCHHUX WHCTUTYUMja, 3aWITUTHUK rpahaHa, noBepeHWK 3a WHgOpMauuje o4 jaBHOr 3Ha4vaja W 3awTuTe
nogaTtaka o IMYHOCTH, HeBNaAUHKX opraHuW3auuja U cekTopa be3dbeaHOCTU W 3aWTHUTE SbYACKMX NpaBa.

MwuHMcTapcTBo he pasmoTpuTH pesynTaTte jaBHe pacrnpase W 4OCTaBMTH U3BewTaj Bnaau, objacHuo je Jlasuh u
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Digitalizing Serbia

Latest News

"Smart Serbia’ - new government mass data processing platform presented in the State Data Centre in
Kragujevac

10 June 2021

% flice for IT and eGovernment presented today at the State Data Centre in
L% } Kragujevac a unique platform, “Smart Serbia”, which is used for secure collection
and processing of data from various public sources. This data is important for the
provision of comprehensive valuable information in order to improve e-services for the
citizens, simultaneously making them the “brains” of the state, based on which decisions
can be made and strategies devised.

e

Office for IT and eGovernment developed this platform on Microsoft technologies, with
the support of Azure Stack Hub, and it is located in the State Data Centre in Kragujevac.
Government of the Republic of Serbia is the first in Southeast Europe to own and use

— Azure Stack Hub technology in this way
INK

“The Government of the Republic of Serbia, led by the Prime Minister Ana Brnabic, has set
the digitalization of public administration as one of Government’s priorities, which has led
to the provision of integrated, secure and reliable electronic services for citizens. Digital
transformation of nublic administration is an inevitable and irreversible nrocess which
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al
% East and West battle for Serbia's mass
= .
o Surveillance software market .
Ba]kanlnS]ght COUNTRIES v INFOCUS ~ NEWS PREMIUM v SUBSCRIBE  NEWSLETTERS

.
in The Serbian government is engaged in a delicate balancing act, as it

tries to combine state-of-the-art Swedish and American software

systems with its already installed Chinese biometric surveillance m

systems. It is looking for Western technical support and financing to

Serbian Security Service Named
Among Users of Israeli Surveillance

Software
Izraelski softveri za

§pijunaiu: Gradani Sasa Dragojlo Belgrade BIRN December 4, 2020 12:58
Sl"bl]E na meti Predatora Serbia’s BIA intelligence agency has been listed among likely users of

controversial software that enable it to locate every phone in the country in

Aleksa TeSic

gt 12 seconds — in a report issued by Citizen Lab, a specialist in surveillance issues.

Izraelske firme Koje se bave izradom i distribucijom softvera za
Spijunazu pokazuju sve vedi interes za ulazak na srpsko trZiste, dok
strucnjaci upozoravaju da ova oblast nije dovoljno dobro zakonski
regulisana. BIRN predstavija etiri izraelske firme za &ije programe su




to be continued...
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Siri kontekst:

1. nespretna digitalizacija, bezbednost
/ agencija za privatizaciju & IS COVID19
/ JKP informatika & RGZ

2. trend centralizacije podataka
/ pametna srbija
/ data brokeri

3. zloupotrebe, AI - targetirano i na grupe
4. (ne)spremnost
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