


Sl'CERT odzivni center za omrezne incidente

OKUZBA RACUNALNIKA
(izsiljevalski virusi,
bantni trojanci, agenti

za posiljanje nezazelene
elektronske poste)

OPAZEN VDORV STREZNIK
(razobli€enje, zloraba
podatkovnih baz, namestitev
prikritih orodij storilca)

SUMLJIVA
ELEKTRONSKA SPOROCILA

(phishing sporo€ila, ponudbe
o hitrem zasluzku ali kreditih)

NAPAD ONEMOGOCANJA
(poplava s prometom,
napad na storitev ali
spletno aplikacijoz
namenom, dajo
onemogoca)

&

RANLJIVEALI
IZPOSTAVLJENE STORITVE

(vmesniki za upravljanje
spletnih storitev, upravljanje
naprav aliindustrijskih
procesov, spletnih kamer
ipd., ranljiva omrezna
infrastruktura, ki omogota
napade onemogocanja)

IZGUBA GESELALIKRAJA
OMREZNE IDENTITETE

(zloraba prek phishing napada
ali okuZbe racunalnika)

SPLETNA GOLJUFIJA

(lazne spletne prodajalne,
prevare pri prodaji in nakupih
prek spletnih posrednikov,
laZni krediti, nigerijske in
loterijske prevare)




INCIDENTI NA LETO

Stevilo letno obravnavanih incidentov na SI-CERT (projekcija za 2016)
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CESTITKE!

phishing
incidentov

‘ 18.000 € ‘

| 720 € ‘

Najvetje

posamezno P?\rprefno‘ ] Povpreéno oSkodovanje
oskodovanjev 1.140 € OSkOd(‘Na"_]e pri pri spletnem nakupovanju
nigerijski prevari spletni goljufiji
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Prosti cas Multimedija Naroci se &

Znanje » PotroZnik » Na pohodu izsiljevalski virus Locky

= o [
Na pohodu izsiljevalski virus Locky

Virus se &iri po elektronski posti, v ZIP-priponkah ter wordovih in excelovih datotekah. Nato pa

zahteva odkupnino - 1500 evrov.

Klju€ne besede: o+ racunalniski virus, e Locky

-

Foto: Tim Wimborne [ Reuters

Ljubljana — Na nacicnalnem centru za odzivanje na
omreZne incidente SI-CERT so prejeli ved prijav
izsiljevalskega virusa Locky.

Sobotna | Ozadja | NeDelo [Nil«S KONTAKT

Podobne vsebine, ki jih zdaj berejo drugi

¥ Ta élanek trenutno bere

ﬁ",.-: A1

Pridite na Abanko in izkoristite
ugodnosti.
Ob odprtju Aracuna vas taka pol leta

brezplatnega vodenja ratuna ter
uporabe spletne in mobilne bank...

storitev omogoca

Odkrijte

DA

o | iz Ljubljane
=

e | TEe

NAKUPOVANJE

LA PODJETNIKE

Potrosnik

Varni na internetu: Kako zabrisati sledi na
e ETNI DETEKTIV?
Jasmina Mesi¢ ob 10:00

Pozornao izbirajte podatie, ki
Jih boste na medmreZ)u delili z
drugimi, Kalti svetovni splet Je
javni prostar.

Pravo za vse: Prezivninska obveznost do
otrok

Natalija Kramarié ob 10:00
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From: simon.gorenci@gmail.com[mailto:simon.gorenc@gmail.com]
Sent: Saturday, March 19, 2016 5:34 AM
To: Simon Gorenc <simon.gorenc@gmail.com>

Subject: Document2

)

b @1 attachment: Document2.zip 4.2 kB
[ ]

<./

Date: Tue, 16 Feb 2816 14:34:27 +8180

From: Frank Mccarthy <MccarthyFrank7988@5ecBdbdc.skyb
To: @STOL.NET

Subject: ATTM: Invoice J1-881525628

Dear .JURE,

Please see the attached invoice (Microsoft Word Docum
according to the terms listed at the bottom of the im

Let us know if you have any questions.

From: Andrew M [mailto:andrew.m @fairnewz.com]
Sent: Friday, November 11, 2016 10:11 PM

To:

Subject: Alert - Your Credit Card has been charged

Dear Customer,

We have just processed your payment against Invoice no.DW10453 (Download Receipt <http://www.fairnewz.com/battles-
blues/2c4P8601rLeUmbwhvyOiKOKyvMFnviy 0iOV5a 2> ).

The payment details are:
Order Value: $1200
Sales Tax: 596

Total Amount Received: $1296

For Payment details and Order information, please download Invoice copy and payment receipt from here:
CLICK HERE <http://www.fairnewz.com/battles-blues/2 c4P860 1rLeUmbwhwy QiKOKyvMFnviy

We greatly appreciate your business!
Frank Mccarthy

Alcoa Inc. www.alcoa.com

' Izsiljevalski virus Locky

Should you have any Invoice related queries please do not hesitate to contact either your designated Credit Controller or the main
Billing Dept. For Pricing or other general enquiries please contact your local Sales Team.

Yours Faithfully,

Andrew M. Billing Dept.
<http://www.fairnewz.com/basketballs-allegedly/f128NT5E1pfKgp6thvyQikKO

v priponki, kjer naj bi bil racun,
se nahaja izsiljevalski virus Locky

b @1 attachment invoice )-80152628.doc 64,0 kB

| & Save |vl
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From: Pauline Giraud Leroux <paulinegiraudleroux@outlook.com>
Date: 28 May 2015 19:28:53 CEST

To:

Subject: Here the paper will circulate throughout the world

You see that.

I'll send it to a friend who work in the Journals

| just want you to help my sister.

And | ferrai nothing.

So you transferred the € 1,000 was my sister on June 1 as | have told you.
or you will regret it all your life.

you have just 24 hours to meet me, if you did not do.

Then | will rotten you life.

Here the paper will circulate throughout the world
Now answer me before the 24 hour.

Know that my patience limits
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NAKUP TRAKTORJA PREK SPLETA; PLACAS 2, DOBIS 3

Deutz-Fahr Agroplus 85 5.200,00 €

kontaktirajte : agriatehnick@agmail.com - Traktor
Agroplus 85 proizvajalca Deutz-Fahr. Ur: 3470 85
hp Rabljeni stroj ima pogon

Deutz Fahr- AGROTRON K 120 6.300,00 €

kontaktirajte ; agriatehnick@agmail.com - Ur:
2806 Leto:: 2006 Traktor - traktorja kmetiji
Cprijem - 4 WD Motor: moc- 120 hp
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MACHINERY s
WORLD TRACTORS MASSEY FERGUSON  _JOHN DEERE

Home Services Used Tractors Used Machinery Used Plant Stocklist Gallery About Links Contact

LATEST ARRIVALS:

4~ Zetor Proximma
: Price: £
Year: 2010

=7 JCB3CX

We sell Used Tractors

S World Tractors - The Home of Morgan Machinery Ltd
= Machinery .
L Morgan Machinery Ltd are a UK based =
o i business selling tractors, diggers, plant and o
machinery worldwide. With the current
Fendt 712 Vario financial situation and favourable exchange
Price: £ POPULAR | LATEST TAGS rates, there’s never been a better time to buy
Year: 2001 a secondhand tractor, machinery or plant for

Y LELY 3 METRE DRILL your business.
COMBINATION

All our tractors, machinery and plant can be

JPM 14 TONNE DUMP prepared for shipping to any destination on
TRAILER the globe.

D KUHN HR3004 3 METRE We have a large stocklist of items for sale and welcome contact if you don’t see exactly what you are
POWER HARROW looking for.

FARM FORCE
e STB4000F STUBBLE

BUSTER

¥, MASSEY FERGUSON
ﬁ S s Used Tractor Sales




r} SO S‘Ul”l ® H
- 1 am - /\U Ees“ [
rabljenitraktorji@gmail.com Pac Sea Estonia
I L
o
Ff@ga Latvija
Latvia
Edinburgh e /—f‘-v"f--'—\,h.-’\.__ /}v Mocksa
~ T~ Il
= Danmark Kabeghavn Lietuva .~ {H"'\_{ S
I|, United Denmark B L“huaTT - Ji, y
2 = ilnius
Q;— Kin gdom - \‘—? Mikck L‘i
S\ Isle of Man == 7N 5 Minsk l'ka,
Dubl i Manchaster Ha n‘g}utg T TWV - L\i
e A Benapych
lifand Liverpool J Polska 3 Py S
e Berlin®, Belarus 4
5 ® & Polan ¢ .
N d fh= pak
Lonélon Ne ids *\ Zawa ‘] /f—"_"‘ﬂ-.__l__unﬂﬂ £ "\;‘ Vor%n-
{ B ‘Z KOI n Demsch Ia nd ﬂj;_\’ Y ﬁl';\ﬁkl'ﬁ L.‘-u
Cx Belgié li. Germany - - \f Kiev _Ea(apn(ia
«-—Belg|que —~" Braha ‘?\/.{., =) = @ K arkiv
Belgl lurn ,/(] o ® B A o Ny
Frankfurt Ceska republika /—L/\ - b
Paris 'J\.h SpRMa \_Czech Republic LH“’_ Ykpaina
@ { ““H\_,.L Slovansko .
] MGnchen J} ¥ WIED Slouaklar’““\ { fEm i Ukrall"le
‘h {?E‘t&rmld'l L ;'J\” — \‘t o Poctos:
i Moldova Rastoy
Sl:m\::ez ¥ 3 5 Austria Magyarorszag / Chisihau® 1 Oneca f
France ,/ Svizzera F\_ -1\“- Hungary b \ E"d%SS“i
Swnzmland 'J_ Romania f /F B Kpacho
Bosna 4 Beorpap, Romania "C-.r/-‘\ Krasnod
= '\Hun:egomn\g Bel gradé? o
B 5 Crna‘tla Botran o Bucuresti
! i\ Xepuerosina, CP5“53 e ey
Monaco . Bosniaand §, Serbia ‘—ﬂ-.hﬁ_ e G2
‘1,__\,\’ Italia Herzegowna Black Sea
~andorra Italy B }(oouso ¢ B;I:;ra;:il;n
f Ly Barcelona ERoma s
jaito 2 o istanbul
5 (J drid Shqlperln\w_w/"" o
j MB@I’I Albania H Bursa Fore
=) Tyirhenian Sea o
Pc:n'tugab-P Espafia Vvalencia o : i EMAdba @ .1
K Spai 3 Hellas Tiirkiye
Lisboa > pain Greeca . Turkey
; [ . .
Sevilla ; .
Y ABrva
( gie Btanads Algiers Tunis s Antalya e
oMalaga @ d1’ @ {'-\._r""\—

Gibraltar



NE BODI KOT LOVRENC!







Goljufi na spletni strani Airbnb, v past je padla
slovenska novinarka

1.700 evrov smo nakazali na racun, ki je bil objavljen na spletni strani Airbnb, po
tistem, ko nam je gostiteljica potrdila prost termin, pa smo ostali praznih rok, pravi
novinarska kolegica.

W sPukip s [Chigs 1

WELCOME HOME

Hosting opons up &
world of opportuntty

Jist far the waeakand

1/
This gorgeous medern apartment is spacious, clean, & comfortable. The subway is 3 short blocks away. Save to Wish List
Enjoy being 10 mins to midtown; walking to sites like Central Park, St John the Divine, the Apolle Theater,
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Q Searcth Become a Host Trips Help ‘&
= s x =1 -
[

Check Out

Private Room in Large Airy
Apartment

New Yark, NY. United States

mm/dd/yyyy

Guests

1 guest

Private room 2 Guests 1Bed v

L,



Your Host

Matsuko
london@@insurer.com

Payment

Your reservation has been accepted, please send the payment to Airbnb by bank
transfer within the next 24 hours. The payment is processed and collected by Airbnb
inm full. The security of your funds is ensured, and you'll be protected by policies, such
as cancellation policies and the Guest Refund Folicy.

Please find our bank details below:

Account Name: AW Airbnb

Bank Mame: Alior Bank

Bank Address:  ul. Wielica T2 , 30-552 Krakow , Poland
IBAM: PL26245000050000400018565082

Swift Code: ALBPPLPW

For a faster transaction please pay by online bank transfer.
Once you have completed the payment please reply to this e-mail with the receipt of
the bank transfer to validate your booking.

Whether the reservation is two days or two months away, we hold the payment undil
24 hours after check-in before releasing the funds. This gives both pariies time to do
a walkthrough upon check-in and make sure that everything is as expected.

The host will receive full payment from Airbnb 24 hours after you check in.

Your payment is automatically covered against intermet fraud up to €20,000.
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ECURITY
MONTH

OKTOBER,
MESEC KIBERVARNOSTI




NE BODI OSEL NA SPLETU,
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